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Increase Your Identity Theft IQ!



How much do you know about identity protection or identity theft? 
Take this quiz and find out. 

TRUE OR FALSE?

I reviewed my credit report when I bought a house about a year ago. Everything checked out so I’m 
not at risk for identity theft. 

FALSE. Check your credit reports regularly. Credit reports can signal identity theft. That’s why it’s so 

important to check your report a few times a year. 
• You have the right to get a free copy of your credit report every 12 months from each of the 

three nationwide credit reporting companies. 
• Ordering one free report every 4 months lets you monitor your file and enables you to spot 

errors early. 
• You can get your free credit report at annualcreditreport.com or by calling 1-877-322-8228. Get 

in the habit of checking your account statements and Explanation of Benefits from your health 
plan, too. 

• Your Identity Theft Protection Service Company’s may offer your credit score and tracking on a 
regular basis and automatically with alerts and notifications.



TRUE OR FALSE?

I got a notice from the Internal Revenue Service out of the blue. I called the number on the notice to 
get the details.  

TRUE

The IRS does not call, text or send email. If you receive one of these forms of communication, you can 

forward it to phishing@irs.gov

mailto:phishing@irs.gov


What is Identity Theft?
The fraudulent acquisition and use of your private identifying information, 

usually for financial gain

▸ Financial
▸ Social Security
▸ Medical
▸ Character
▸ Tax/ Unemployment Fraud
▸ Government Docs
▸ Insurance
▸ Driver’s License



What is Identity Theft?
Someone steals your personal information, uses it without permission which can 

damage your finances, credit history and reputation

▸ Financial
▸ Social Security
▸ Medical
▸ Character
▸ Social Security
▸ Tax Fraud
▸ Government Docs
▸ Insurance
▸ Driver’s License

Types of Identity Theft

Most deadly of them all!



The Pandemic Made Life Even Worse for 
Identity-Theft Victims



Largest Data Breaches
To Date So far in 2021:



How Does it Happen?
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How Else Does it Happen?
Identity thieves may:
• Go through your trash or “dumpster dive”
• Steal your wallet or purse
• Steal your mail or submit a change of 

address form for you
• Use “phishing” or fake emails to get you 

to provide personal information
• Hack your computer or mobile devices
• Multiple Local Scams (COVID-19, 

Hurricane Relief, Fake Charities, etc.)
• Hack into company data bases-

ransomware/breaches
• Imposter Scam Calls- don’t trust caller id
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Warning Signs
How do you know if your identity was stolen?

• mistakes on accounts or your Explanation of Medical benefits

• regular bills go missing

• calls from debt collectors for debts that aren’t yours

• notice from the IRS (not phone call or email)

• calls or mail about accounts in your minor child’s name

• Breaches- whether notified or not
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Your Responsibility
Read your bank, credit and account statements, and Explanation of Medical 
benefits.
• Look for charges you didn’t make.
• Be alert for bills that don’t arrive when you expect them.
• Follow up if you get account statements you don’t expect.
• Check all accounts more frequently
• 45 days to report it

Respond quickly to notices from the Internal Revenue Service.
• If someone has used your Social Security number on a tax return, contact 

IRS’s Specialized Identity Theft Protection Unit

• 1-800-908-4490
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Steps to Protect Yourself
Protect Your Good Name and Online Reputation:
• Shred financial documents or sensitive documents before 

discarding them 
• Don’t give out personal information unless 

you’re sure who you’re dealing with 
• Monitor your accounts for transactions
• If you conduct business online, 

use your own computer
• Never respond to emails/calls asking 

to verify personal information
• Don’t participate in “fun” surveys on Social Media
• Be careful what you post, go back and check previous posts
• Ask for identity theft protection as an employee benefit
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Secure Your Social Security Number

 If someone asks for it, ask:
• Why do you need it?
• How will it be used?
• How do you protect it?
• Do you need the full number?

*Did you know- no need to give 
SSN on job app until they hire you!
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Protect Your Computer

• Use anti-virus software, anti-spyware software, and a firewall. 
• Keep your computer’s operating system, browser, and security up to date. 
• Encrypt your data. 
• Lock up your laptop.
• Read privacy policies.
• Use locked Wireless Security at home
• If now working from home, does your

company offer a VPN option
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Protect Your Good Name
• Don’t use your cell phone or PDA to 

store your personal information
• Keep your computer browser 

software up to date
• Never use email to communicate 

sensitive information
• Check your credit report on a regular 

basis
• Be careful using public Wi-Fi
• Don’t use obvious passwords
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Cybercrooks are Targeting 
401K Retirement Accounts

Someone with nearly $200,000 in their retirement account had been drained

https://ft.com/content/530e9868-ca56-11e9-af46-b09e8bfe60c0

Woman had nearly $80,000 in her retirement and later checked her 
Account- had only $8,000 remaining

https://usatoday.com/story/money/2020/01/14/401-k-retirement-accounts-
Targeted-online/4453891002

https://ft.com/content/530e9868-ca56-11e9-af46-b09e8bfe60c0
https://usatoday.com/story/money/2020/01/14/401-k-retirement-accounts-
https://usatoday.com/story/money/2020/01/14/401-k-retirement-accounts-
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Data Broker Consumer Profile 



What Are Data Brokers

Data brokers collect information on 
nearly every U.S. consumer and 
then sell to other companies, 
employers and consumers.

Combined with your online 
activities,  your public records, and 
other pieces of information 
completes a puzzle that data 
brokers put together.  Data brokers 
then know where you live, what you 
buy, your income, your ethnicity, 
your children's ages, your health 
conditions, etc.
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You do a lot online: including surfing. streaming. socializing. shopping. and much 
more. 
Most of us don't want to think about it but the reality is that your private data, identity 
and reputation can be stolen with a just few simple keystrokes.

Your devices are listening!!! 

A web transparency 
study done by Princeton 
says:

• 76% of websites 
contain Google tracking 
devices 
• 24% have 
Facebook trackers
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Stealing Kids' Social Security Numbers 
Is Easier Than You Think

Over 1 Million children were victims of Identity Fraud
with most age 7 or younger at the time

Whether a new parent (congratulations!)
or a parent of a teen (hang in there!)
keeping their information secure should also be a priority. And as 
children head back to school, you may want to think twice about 
what information you're sharing

Fraudsters in some cases are someone the child knows, who gained 
access to their Social Security number.
“A minor can't open a loan or credit card on their own, but the lack 
of information in their credit history could be beneficial to 
fraudsters. In a sense, they're clean slates. Plus, parents rarely try to 
check their child's credit, which means the fraud might not be 
detected right away.”

Source: myFICO, a division of the company behind FICO credit scores Aug 11, 2021
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Do You Know if Your Child is 
Being Bullied Online?

If he or she was. would you know what to do?

Our data is being used to hurt us in more ways than 
identity theft!

The 2019 School Crime Supplement 
(National Center for Education
Statistics and Bureau of Justice) indicates 
that…
among students ages 12-18 who reported 
being bullied at school during the school 
year, 15% were bullied on line or by text. 2
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Identity Theft Protection

•Resolution

•Reimbursement

•Restoration
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Resolution - Good

• Offers “Help” to restore your Identity
• Gives access to Identity Theft 

counselors to assist you in restoring 
your Identity

• Will give consultation on who to 
contact, how to fill out forms, and 
where to obtain forms to fill out to 
begin restoration process

• Oftentimes, a free value-added 
service to an insurance plan or EAP
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Reimbursement - Better

• Gives access to Identity Theft counselors to assist you in restoring 
your Identity

• Many times comes with credit monitoring

• Will give consultation on who to contact, how to fill out forms, and 
where to obtain forms to fill out to begin restoration process

• Will reimburse you up to certain limitations for money spent in the 
restoration process                                    

• (Does NOT reimburse losses due to Identity Theft but does reimburse money spent in the restoration 
process up to category limits).

• An underwriter will determine what expenses in the restoration 
process will be reimbursed.

• Costs can average $8 - $10 per person
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Restoration - Best
• Gives access to Identity Theft counselors                          

to answer questions about Identity Theft.
• Usually comes with Daily Credit Monitoring
• In the event of Identity Theft, the company will give you 

the option for complete restoration, covered by the plan 
(not reimbursed).

• Depending on the company, you may be outsourced to 
an unknown 3rd Party for this restoration or you may have 
access to a dedicated Risk Management expert for these 
services (check with your plan provider for details).

• Full Restoration Plans can range from $10 - $15 per person



THANK YOU

Q&A
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